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HAPKIDO Consortium: towards Quantum Safe PKI’s

▪ Risks and Governance

▪ Cryptographic research

▪ Moving to higher TRL

▪ PKI management, test lab

Digital government

Provider of digital identification & 

signing services

Coordination & integration

5 year project 

with 7+ 

partners
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Agenda

I. What do we know?

II. What do we need to know?

III. How do we get there?





Big Money by Big Tech



BigTech seems to deliver on their own milestones….



My fear



I. What do we know? The risks posed by quantum computing

Simmering geopolitical tensions combined with 
technology will drive new security risks (p9. 
WEF Global Risks Report 2024)

“Breakthrough in quantum computing
Quantum computing could break and remake
monopolies over compute power, posing radical 
risks in its development Criminal actors have 
already launched harvest attacks (SNDL) ….. 
Trade secrets across multiple industries, 
including pharmaceuticals and technological
hardware, could be compromised. Large or 
even global infrastructure – such as banks, 
power grids and hospitals – could also be 
paralyzed…..”



Societal impact can be devastating 

HAPKIDO impact assessments:

I. Banking

II. Government

III.Telecom

https://hapkido.tno.nl/deliverables/application-societal-risk-assessment/



New PQC standards are on the horizon

• FIPS 203: general 

encryption, using 

the CRYSTALS-

Kyber algorithm

• FIPS 204: 

protecting digital 

signatures, using 

the CRYSTALS-

Dilithium algorithm

• FIPS 205, also 

designed for digital 

signatures, using 

Sphincs+ algorithm.

• Draft FIPS 206

standard built 

around FALCON



Handbook for migration to PQC: great step
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It’s not
going to
be easy



The communities are fragmented
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II. What do we need to know?

I. What is the impact of the NIST standards on our PKIs?

II. How will PKIs and digital infrastructures (software and hardware) respond to the PQC 

standards?

III. What obstacles awaits organizations when following the transition handbook?

IV. How to align European, National vs. sectoral transition governance?

V. What will move the needle from ‘wait and see’ to a sense of urgency?

VI. What roles should governments play?

VII.What are the incentives for moving the key actors: the standard setters, demand and supply?

VIII.What will be transition cost be? How to share the cost? 

IX. How do we foster inter-organisational crypto agility?

X. ….



III. How do we get there? Some propositions from Hapkido: move 

From ‘wait and see’ 
strategy to a higher 
sense of urgency.

From looking for 
positive business 
cases to societal risks.

From certainty-seeking 
to continuous learning 
and growth.

From technocentric 
transition planning to a 
holistic approach

From organisational 
roadmaps to collective 
coordination.



From technocentric transition planning to a holistic approach

Based on: Koppenjan, JFM., & Groenewegen, JPM. (2005). Institutional Design for Complex Technological 
Systems. International Journal of Technology, Policy and Management, 5(3), 240-257.

Technological design: 
PQC standards and specs (i.e. NIST), compatibility with 

technical components (i.e. software, hardware, networking), 

PQC-enabled Chips, architectures (e.g. composites, PKIaaS) 

and tools (e.g. cryptography discovery, CBOM) etc.

Institutional design: 
Arrangements between actors that regulate their relations based on 

values and norms: rules, policies, incentives for behavior (carrots 

and sticks), knowledge creation, certification, market shaping, 

demand creation/absorption capacity building etc.

The transition process (or governance) design:
Who participates in decision making; what are the roles, 

responsibilities, mandates, norms, entry and exit conditions, rules, 

voting rights, tables/bodies, knowledge sharing etc.

The transition 

process



Some non-technical priorities

Technological design Institutional design

The transition process (or governance) design

The transition 

process

More research: currently ca. 1% of the 
entire quantum R&D budget on PQC

Public-private-academic Expertise Centre: 
Guidance: help facilitate the absorption of PQC.

Public sector leadership: co-create a national trust framework 
(afsprakenstelsel) for using PQC in various PKIs

Stimulate standardization bodies to start 
transition dialogues (e.g. Forum Standaardisatie, 
High-Level Forum on European Standardisation)

Supply side: PQC tools and services, consulting, helping 
supply and demand alignment

Organize interoperability- and performance testing

Demand side: stimulate PQC absorption capacity building 



Inspiration from a nobel prize winner: Governing the commons

Nobel Prize in Physics in 1965 18

• Collective Action Theory

• PKIs as ‘digital commons’, or resources that 

benefit many members of a society

▪ Shared benefits for the community

▪ Collective maintenance responsibility

▪ Network effects: more users, more value

• Beware of ‘Tragedy of the commons’: 

pursuing short term self-interest (e.g. let 

others work on the transition and incur the

cost) over common interest (e.g. lets invest

together) erodes trust in the entire PKI 

system potentially leading to future collapse.
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1. We are entering an important and difficult phase in the PQC era: the technical standards are 
drafted, but how to proceed from here?

2. The transition process is not only about the technical design. Don’t forget the institutional design 
(e.g., incentives and market building) and the governance design (who decides on what, when 
and how).

3. Govern PKIs as digital commons and beware of the tragedy of the commons.

4. Research is an effective vehicle for connecting the fragmented actor landscape. Stimulate and 
participate in research programs.

Conclusions



▪ N.Bharosa@tudelft.nl
https://hapkido.tno.nl/

Amara's Law – “We tend to overestimate the 
effect of a technology in the short run and 
underestimate the effect in the long run.”

Thank you!


