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Agenda

General aspects of information security:

1. Confidentiality, Integrity, Availability (CIA) – legislation adds Authenticity

2. Risk Management

Legislation

3. A bit of history: NIS

4. Current: NIS2 Directive, Cyber Resilience Act

5. Upcoming: Cyber Solidarity Act

Takeaways
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The CIA aspects
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What is risk?
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Directive on the security of Network and Information Systems (2016)1
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EU Cybersecurity Act (2019)2
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NIS2 Directive (2022)

• More Essential & Important services (‘entities’)

• High criticality sectors (annex I)

• Other critical sectors (annex II)

• Liability for essential services

• Supply chain partners get delegated liability
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MEPs letter 12 March 20243

“To be precise they could clarify that this means that organisations must start preparing for a full 

transition of their encryption suites as soon as possible, inter alia by:

• making an inventory of algorithms existent in their organisational infrastructure;

• reviewing the extent to which new cryptographic libraries can be used as a drop-in for current libraries 

in their infrastructure;

• ensuring that hybrid encryption, e.g. using classical as well as PQC-algorithms, is deployed 

where possible; and

• start with a phased deployment as soon as NIST has adopted relevant standards.

This is especially urgent for essential and important entities in sectors of high criticality that fall under the 

scope of the NIS2, which will enter into force in October 2024.”

Quantum Threat Timeline Report 2023, December 2023, Global Risk Institute

“Crucially, a successful transition hinges on proactive technology lifecycle management, rather than 

reactive crisis management, and will take considerable time.”

3 https://www.computable.nl/wp-content/uploads/2024/03/Letter-MEPs-Post-Quantum-Encryption.pdf
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EU Cyber Resilience Act (2024)4 & EU Cyber Solidarity Act (2024)
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That’s it!

Takeaways

• General concepts (CIA, risk) are the 

fundament of the new legislation

• Vulnerability management essential

• Legislation covers ever more sectors, 

senior management explicitly accountable

• Either you’re on the commanding end 

(NIS2 entity) or you’re on the receiving 

end (NIS2 entity supplier)


