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https://www.nist.gov/news-events/news/2022/07/nist-announces-first-four-quantum-resistant-cryptographic-algorithms
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Summary

NIST has completed the third round of the Post-Quantum Cryptography (PQC) standardization process, which selects public-key
cryptographic algorithms to protect information through the advent of quantum computers. A total of four candidate algorithms have
been selected for standardization, and four additional algorithms will continue into the fourth round.




THE FOUR CANDIDATES TO BE STANDARDIZED

Public-Key Encryption/KEMs

Algorithms to be Standardized

Digital Signatures

CRYSTALS-KYBER

CRYSTALS-Dilithium
FALCON

SPHINCS®
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MIGRATION PLAN

1.become familiar with subject
2.create awareness
3.form a project group

Inltlal 1.create a list of assets to be migrated

NO- reg ret 2.migration planning

3.migrate symmetric cryptography

moves and hash functions

2.hybrid solutions

1.selection of algorithms<
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3.quantum-safe only solutions

Cybersecurity door quantum-safe crypto | TNO



https://www.tno.nl/nl/aandachtsgebieden/informatie-communicatie-technologie/roadmaps/trusted-ict/quantum/quantum-safe-crypto/

REALISTIC STANDARDISATION TIMELINE

Announcement
Call for proposals

Round 1: 69
candidates

Round 2: 25
candidates

Round 3: 7 finalists
and 8 alternates

‘ Standards available

Draft standards from candidates.
available from four

candidates

(1 KEM, 3 Sign).

Round 4 for alternates
(KEMs) announced.

New call for digital
signatures. (deadline
for submissions: June
1 2023)
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FOURTH ROUND CANDIDATES

PQC Fourth Round Candidate Key-Establishment Mechanisms (KEMs)

The following candidate KEM algorithms will advance to the fourth round:

Public-Key Encryption/KEMs

BIKE
Classic McEliece
HQC

SIKE
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PQC Fourth Round Candidate Key-Establishment Mechanisms (KEMs)

The following candidate KEM algorithms will advance to the fourth round:

Public-Key Encryption/KEMs

BIKE
Classic McEliece
HQC
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The SIKE algorithm is broken (taking only
hours), but was still in the running in the
fourth round of the NIST standardization

effort.

Research is still required!

S NS O (@rS) TeCHNICA

Post-quantum encryption contender is taken
out by single-core PC and 1 hour

Leave it to mathematicians to muck up what looked like an impressive new algorithm.
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Figure:



https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/

Public-Key Encryption/KEMs

Algorithms to |

e Standardized
Je sldndargiZedc

Digital Signatures

CRYSTALS-KYBER

CRYSTALS-Dilithium

FALCON

SPHINCS™

inno_vation
for life



MIGRATION PLAN

1.become familiar with subject
2.create awareness
3.form a project group

Inltlal 1.create a list of assets to be migrated

NO- reg ret 2.migration planning

3.migrate symmetric cryptography

moves and hash functions

2.hybrid solutions

1.selection of algorithms<
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3.quantum-safe only solutions

Cybersecurity door quantum-safe crypto | TNO



https://www.tno.nl/nl/aandachtsgebieden/informatie-communicatie-technologie/roadmaps/trusted-ict/quantum/quantum-safe-crypto/
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WHICH SIGNATURE SCHEME TO CHOSE?
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